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Ransomware:
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hard drives will not be vulnerable to attack
while a backup is in progress.

Accordingly, | considered the risk of
the backup files becoming corrupted
was minimal.

And all was fine and dandy until | de-
cided to swap a relatively low-capacity
external hard-drive over to my laptop
PC and to install two larger capacity
USB 3.0 hard-drives on the desktop
PC. The problem with doing this was
that the newer drives did not have On-
Off switches; and rummaging around
behind my desktop PC (which, despite
what it’s called, is actually located un-
der a desk) to connect and disconnect
the USB cables from either the drives
themselves or the PC was a real pain
— it's a rats-nest back there, as many
will probably know.

My solution: | purchased a powered
4-port USB 3.0 hub (under $20) specifi-
cally for use with the two newly installed
external hard-drives. Now, all | have to do
is connect/disconnect the one cable be-

tween the hub and the PC. Fortunately,
a USB 3.0 port on the front of my PC that
makes this convenient and easy. The
only thing | need to be careful of is making
sure that the external hard-drives have
both completed their respective opera-
tions before disconnecting the hub from
the PC which, by the way, also removes
power to the drives (i.e., acts as a defacto
power On-Off switch).

Of course, if you use just one external
hard-drive to store your backup files, and
it has an accessible On-Off switch, you've
no problem. Even if the drive doesn’t have
an ON-Off switch it’s likely that restricting
Internet access to it will be simply a matter
of disconnecting the USB cable from the
back of the device and that should not be
much of a problem either.

Why do | have two external hard-
drives? One is used to directly store
backup files — which by the way, are
always full system image backups —
as they are created. The other serves
to archive copies of previously cre-
ated backups; that is, to back up my
backups.

OK, so I'm paranoid when it comes to
protecting my system image backups —
it's not the worst of my faults. Admittedly,
over the past 25 years or so, | can recall
only once having to restore a system from
a backup. | consider myself lucky on that
score. But, with the chance of suffering a
malicious attack rapidly increasing at the
rate at which it is in today’s world — and
the risk will only get worse with time — I'd
rather be overly cautious than suffer the
consequences that could result from a
lack of vigilance.
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4th Tuesday, Oct. 25, 3-5pm
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PCUsers Group
of Redding

P.O. Box 494778
Redding, CA
96049-4778

Why JoinA
Computer Group? qth Uu&c[ay
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4. Become exposed to a variety of new -
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5. Receive an informative monthly news-
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tions and all Special Interest Groups
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7. Find out that no one needs to be alone We will be in the Com.mu.nit}/ Koom, which is inside to the
and helpless with today’s computer ﬁs o
technology. Ksﬁ 0/[ the main [LE"Z@’ZH door.

Beyond Basics SIG
Saturday, 10 AM, October 22, 2016

At Jane Quinn’s Home, for information contact:
Jane Quinn, 365-0825, gjquinn7427 @ gmail.com

Windows 7 and 10. Multi-Media prgs., Photo Editing, eMail, Cloud
software, Google programs, and more.

This SIG expands beyond multi-media programs and devices to include
Internet Browsers, YouTube, Free Software programs, or Apps that do so
many various things. We will still work with photos and videos.

There’s always a question and answer period. If we can’t come up with the answer, we will find it together. |
say “we” because we do work as a unit, expanding our knowledge and helping each other.

Every Thursday 1-3pm at the Anderson Sr Center 2081 Frontier Trail 365 3254, join us in the classroom. It's
a walk-in format. | remain in the room after class to help anyone with their project or answer questions.
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